ter Environment
Federatlon

EUROPEAN WATER ASSOCIATION the water quality people®

6th EWA / JSWA / WEF Joint Conference
»The Resilience of the Water Sector* e; ;

15-18 May 2018, Munich, Germany

An All-Hazard Approach
to Building Resilience

Lisa McFadden, Water Environment Federation
Jonathan Reeves, DC Water
Wednesday, 16-MAY-2018



6th EWA / JSWA / WEF Joint Conference

’ x’ﬁ’
,» 1he Resilience of the Water Sector* Eu_ﬂ ‘ e; ; 3} ‘
JSWA

O o Water Environment
15-18 May 2018, Munich, Germany " Federation

W’ the water quality people®

EUROPEAN WATER ASSOCIATION

What does an “All-Hazard” Approach

Look Like for a Utility in U.S.?

1. Risk Analysis
2. Risk Management

National Preparedness Goal — Five Mission Areas

Elements of Set Goals . Implement Risk
Critical % and Identify Assess and Management Measure
g Cyber Objectives Infrastructure Analyze Risks Acknitias Effectiveness
nrrastructure
Human

INFORMATION SHARING
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Water Sector Resilience and Emergency Management
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32 “Core Capabilities” support

5 national preparedness mission areas

Protective

1. Planning Cu ty P
revent

2. Public Information and Wa rl Measureig\
3. Operational Coordlnatlo@peratlons
4. Forensics and Attribution e S I I e
5. Intelligence and Informatﬁﬁﬂ%ﬂaﬁ'&d Community
6. Interdiction and Disruption Interdiction g, Scene Detect Housmg Verlflqatlon
7. Screening, Search, and Detection c3 Vulnerability
8. Access Control and Identity Verificafio u IC Me Ical2‘1 Infrastructure Systems
9. Cybersecurity Prlvate Natural .Care Detec E? Logistics and Supply Chain Management
10. Physical Protective Measuré@f@
11

. Risk Management for Protchoﬂd’d;ograms
and Activities Attribution

12. Supply Chain Integrity and Segutityities

13. Community Resilience Forensics

14. Long-term Vulnerability Reduction

15. Risk and Disaster Resilience Assessment

16. Threats and Hazards Identification

17. Critical Transportation

18. Environmental Response/Health and Safety

19. Fatality Management Services

20. Fire Management and Suppression

S stems
Y Coordiati@sss care Services
,7//7 e r§J ‘ e S hreats,, Masg@earch and Rescue Operations
Q(JS)J a””ﬂ; r@@—scene Security, Protection, and Law
Plalrm'nQAccess Economlcc ce, ®Enforcement

‘?.\ ( : V \Operatlonal Communications
A

y& . Public Health, Healthcare, and
Identi =Y Emergency Medical Services
0/‘?(/ \S\ ea |th Y (a8 Situational Assessment
OC\ 9 conomic Recovery
@/ 30.‘?515alth and Social Services
31. Housing
32. Natural and Cultural Resources
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Collaboration of
Critical Infrastructure Community

National Prevention Framework £ & ,

National Protection Framework ii”}k ek [ Framework
National Mitigation Framework |
National Response Framework

National Disaster Recovery
Framework

NATIONAL CYBER INCIDENT B National Mitigation National Response

- National Cyber Incident — e g
Response Plan
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National Infrastructure Protection Plan (NIPP)

* NIPP formalizes and strengthens
existing critical infrastructure
partnerships and creates baseline
for how public and private sectors

will work together
NIPP 2013

Partoerng for Crticad Infeastroctug
Secunty and Reslonco

Hoameland
SeCuray
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Water and Wastewater Systems
Sector-Specific Plan

« Partners collaborate to be better
prepared to prevent, detect,
respond to, and recover from all
hazards

Water and Wastewater Systems

Sector-Specific Plan

i5

Homeland

,,"4\': Ukod ot
Security N2,
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Water and Wastewater Systems

Sector- GOALS

GOAL 1 | Sustain protection of
public health and the
environment.

Py

Statement

GOAL 2 | Recognize and reduce risk.

Security Goals

GOAL 3 | Maintain a resilient
infrastructure.

HELPING TO DEFINE ...

GOAL 4 | Increase communication,
outreach, and public
confidence.

" QHVYMOL SS3H90dd ONRINSYIW

Milestones
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Water and Wastewater Systems Sector

ROADMAP Priorities Highlighted

« Establish critical lifeline status of the
Water and Wastewater Sector and
translate that definition into strong support
for the sector’s needs and capabillities.

« Improve detection, response, and

recovery to contamination incidents. .-'-9-52 Roadmap to 2

] Secure and Resilient

« Advance preparedness and improve " Water and Wastewater

capabilities of the Water and Wastewater L Sector

Sector for area-wide loss of water and @
power.

Water and Wastewater Sector
Strategic Roadmap Work Group

« Advance recognition of vulnerabilities and it
needed responses related to cyber risk
management.
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1990-2017 Economic Damages

10K £33 Earthquake/Tsunami 150

Tohoku, lapan
[L55 228 billion) 357 H00

B 300 Earthquake Hurricanes 350
= Kobe, Japarl _ Katrina, Irma & Wilma, USA -
'\'IE* . 177 [USEIEDbI”IGf‘I:I |:_US$ 201 bllllﬂn] Al =
j Lnd '
5 Huriccanes 08
E 200 Harvay, Irma & Mari .;‘.-':;'
r (U55229 billions) 200 &
& &
- I =
E “ @
[, | Wl
(a]
E m
[ =
g
g 5o u u u u u |‘ ‘ u " 50
100 ARREREN _,
1990 19591 1992 1533 1954 1555 1996 1957 1998 1599 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017
== iz ported economic damages . =lected diszsters with largs sconomic imped e | ime trend of reported disasters

Universite catholique de Louvain (UCL) and USAID (Mar 2018) “Natural disasters in 2017: Lower mortality, higher cost” CRED CRUNCH, B
Web. http://cred.be/sites/default/files/CredCrunch50.pdf
EM-DAT: The Emergency Events Database - Université catholique de Louvain (UCL) - CRED, D. Guha-Sapir - www.emdat.be, Brussels, Belgium.
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NOAA 2017 Billion-Dollar

Weather and Climate Disasters
U.S. 2017 Billion-Dollar Weather and Climate Disasters @

Minnesota Hail Storm and
Upper Midwest Severe Weather
June 9-11

North Dakota, South
Dakota, and @
Montana Drought
Spring-Fall 2017

Midwest Tornado Outbreak
March 6-8

Western Wildfires,
California Firestorm
Summer-Fall
2017

" Central/Southeast
Tornado Outbreak
February 28-March 1

California
Flooding
February 8-22

Missouri and Arkansas
Flooding and Central
Severe Weather

Colorado Hail Storm April 25-May 7

and Central
Severe Weather Southeast Freeze
May 8-11 March 14-16
> Midwest Severe Southern Tornado
: Weather Outbreak and
P June 27-29 S ' Western Storms
A ?‘Q& Hurricane Harvey < January 20-22
g Midwest Severe August 25-31
- e st ! Weather 6
June 12-16 : Hurricane
South/Southeast Severe Weather sr;‘;gﬁfg:r lg:’fz A ’ Maria
March 26-28 - September 19-21

This map dencies the approximate location for each of the 16 billion-dollar and cli

di s that impacted the United States during 2017.
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NOAA 1980-2018 Billion-Dollar

Disaster Event Frequency

1980-2018 Year-to-Date United States Billion-Dollar Disaster Event Frequency (CPl-Adjusted)
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Statistics valid as of April 6, 2018.
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All-Hazard Consequence I\/Ianagement TOOLS

LAII-H azard Consequence

Provides utilities with Management Planning for the
. . Water Sector

planning recommendations

derived from emergency

management, mitigation

planning, and emergency

response resources

Preparedness, Emergency Response, and Recovery
CIPAC Workgroup

MNovermnber 2009
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All-Hazard Consequence Management TOOLS

The Planning “P” (e B o o > o

Meeting Meeting Meeting
* Analyze the Situation, 5 =
, e Bpproval’
Including Future Developments Meating st
. . Command & e
e Establish Incident General Staff Operations
Meeting riefing
Objectives and Strategy
ICIUC Execute Plan
* Develop the Plan e | SAssess” | pariod Segins
. . eetin
* Prepare and Disseminate Plan N "
* Execute, Evaluate, { "Vooting! 1= 8
and Revise Plan IncientErsto} £ 8
) - o
I Notifications :g
____________ =
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All-Hazard Consequence Management TOOLS

Vulnerability Self Assessment Tool (VSAT)

https://vsat.epa.gov/vsat/
VSAT Web includes Water Health and Economic
Analysis Tool (WHEAT) Calculator

 Climate Resilience Evaluation &

Awareness Tool (CREAT)
https://creat.epa.gov/creat/

ANSI ASME-ITI AWWA J100 Standard
Industrial Control Systems Cyber
Emergency Response Team (ICS-CERT)

https://ics-cert.us-cert.gov
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Background and
Existing Conditions

Critical Infrastructure and Resiliency
THE DC WATER EXPERIENCE
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DC Water provides more
than 600,000 residents,
17.8 million annual visitors,
and 700,000 people who
are employed in the District
of Columbia with water and
sewer/wastewater
treatment services. We also
treat wastewater from an

EUROPEAN WATER ASSOCIATION

additional 1.6 million people-ciLities vANAGED BY
AND SERVICE AREAS SERVED

in Maryland and Virginia. ey oc water

. Blue Plains Service Area

! Jurisdictional Boundaries

w* Potomac Ir

terceptor

17 & Sy

Water Environment
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MONTGOMERY
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’
COUNTY K
*
S
P
.
.

+' PRINCE
¢ GEORGE'S
%\, COUNTY
»

ARLINGTON
COUNTY

Anacostia
River

Potomac

River Blue Plains

Advanced
Wastewater
Treatment Plant

“:-'_1 A . \AT
(C{C) Blue Plains Advanced \Wastewater Treatment Plant
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BLUE PLAINS
ADVANCED
WASTEWATER
TREATMENT
PLANT

Treats an average of 300 million gallons per day
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1910 |
meter
reading

AGING INFRASTRUCTURE

Half installed before 1936
Oldest date back to the Civil War

21
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DC Water’s core mission require us to be located and operational
in areas vulnerable to flooding

P - CORRECT MAP

of 1he

CIT Yof WASHINGTON
((Lapitdlo) » Historical
development of
sewer systems
« water flows
dictated by
. e topography and
=T G % e S gravity
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Water will go where it naturally wants to . . .

Bloomingdale (Thomas
& Flagler) is the old
4| stream valley

The Bloomingdale and LeDroit
Park neighborhoods were
developed at the turn of the last
century when sewage systems
were in their infancy.

1860s Map of DC
|

23
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DC Water is also facing

« Increased Wet Weather & Flooding Events
« Greater Temperature Swings (hot and cold)
« Severe Storms and Damaging Winds

PRy >
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Adaptation and
Mitigation Activities

Critical Infrastructure and Resiliency
THE DC WATER EXPERIENCE
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Blue Plains Wastewater Treatment Plant

Flood protection strategy consists of constructing a seawall with top elevation of
17.2’ protecting against a 500-year flood elevation of 14.2’ with 3’ of freeboard.
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Blue Plains Flood Inundation

o e i 3 "ﬂ:u -

* Blue Plains considered a
strategic asset

« With no sea-wall —
100-yr storm surge modelling
shows that most of Blue Plains
would be compromised

27
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DC Water Is the largest electr|C|ty user in DC

dcé -
CAMBI THERMAL HY IIIIIYSIS

ANAERARI
T J D

aV)a
) —

X VT
Bavam. v




6th EWA / JSWA / WEF Joint Conference
»The Resilience of the Water Sector*
15-18 May 2018, Munich, Germany

Water Environment

@ @ Federatlon

EUROPEAN WATER ASSOCIATION the water quality people®

Operational Preparedness and
Resiliency

Critical Infrastructure and Resiliency
THE DC WATER EXPERIENCE
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« DC Water Flood Response
Plan being completed for all
facilities and operations

« Specialized deployment
lans for areas with critical
acilities or known flooding

challenges

« DC Water supports the
update of the District Flood
Response Plan and is a
member of the DC Silver
Jackets team

« Mandatory ICS training for
all managers and _
supervisors (Including senior
staff)
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Before an extreme weather event. ..

Preparing
. . . Tactics orthe Plannin
« Distributed all pre-planning and o [ moeting
meeting
response documents to g e ~
Managers and supervisors hetacis AP prep &
. . . . meeting
« Started using and distributing —
Incident Command System andgeneral O rating.
documents N —
. o Execute plan | | operations
« Activated the DC Water A Cobintims | aassess || period
. . meetin rogress begins
Incident Management Team L O ——
: Initial IC/UC
« Commenced and ended T ¢
: :  Incident brief I
response with the : usingics- § |
plannlng P reslfiilri:zle& :
Notiications § 1 Initial
E : | response
I : Incident/Event I
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Challenges and Lessons Learned . ..

 Need better flood and tide data

« Clarity of what would roles be during
the response

« Maintaining the rage...

« Supporting Departments need to be
Included early in planning process

» Activating the IMT early helped during S22
response |

« Communicating up, down, in, and out

» Improved logistics and food support
for our workers and support teams

32
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Critical infrastructure —
The big picture

Critical Infrastructure and Resiliency
THE DC WATER EXPERIENCE
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Managing Expectations in the Community
multiple priorities and stakeholders — communication is key!

Environmental

Justice
Utilities and Healthcare
Private Corps. Outcomes
Citizen/Special Social
Interest Services
Groups Needs
Governmental Public Safety
Priorities Goals

T
34



